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INTRODUCTION

What is GDPR?

The EU General Data Protection Regulation is a risk-based regulation, with
an objective to enhance and standardise the approach for the protection of
personal data. The GDPR will come into effect on 25™ May 2018, replacing
the various existing Data Protection Acts present in EU member countries. It
will affect all organisations involved in processing the data of EU citizens,

whether they are operating in an EU member state or not.
What does it mean to me?

[t means that organisations will need to carefully consider the data they
process and how they can be compliant with the GDPR and its 6 principles.
Compliance with current data protection law is not completely sufficient, as
the requirements of the GDPR are new and enhanced, to reflect the growing

importance and rapid progression of data processing in recent times.

Non-compliance with the GDPR will be met with hefty financial penalties - in
the case of a serious infringement a penalty of up to €20,000,000 or 4% of
annual global turnover, depending on whichever is greater, could be applied.
A company can also be fined 2% of annual global turnover or €10 million for
not having their records in order or failing to notify the supervising authority

and data subject about a breach
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THE APPLICATION PROCESS

All of the question on the following pages are included in the online
guestionnaire at www.dataessentials.ie

Once you feel you can answer all of the questions you can begin your online
application. You can save drafts and return to your application at a later date
as well.

Many of the questions have multiple choice answers such as Yes, No, Don’t
Know. Answering any of these questions No or Don’t Know will result in the
assessor failing you on that question and requiring further feedback from
you.

All of the questions are designed to check if the core requirements of GDPR
are being met. If you don’t have some of the requirements in place, you
should begin implementing these requirements prior to GDPR coming into
place.

Once you complete the application one of our assessors will review your
application and return a report detailing what areas you need to work on to
meet the requirements of GDPR.

If you have successfully met all of the requirements you will receive a
certificate of attestation stating that based on answers provided you have all
of the core policies, procedures and processes in place to meet GDPR
requirements.
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GOVERNANCE FRAMEWORK

To support accountability requirements and to demonstrate preparedness.

# Questions Answer Suggestions and Guidance
1 | Are the following relevant stakeholders aware of Please state that all relevant stakeholders are aware of
the law and of their obligations under it? their obligations and refer to how this was achieved.

1. Senior management

2. Executive staff

3. Suppliers and other contractors
4. Other Personnel

2 | Are you: Describe your responsiblities under GDPR by selecting

1 A Data Controller one of the listed roles or by describing your particular
role, for example; We are a sub processor of personal

2. A Data Processor data f dat troller/

3. A Joint Controller or both ata for a data controlier/processor.

4. More than one of the above

3 | If you are more than one of the above, have you State the identified data categories for your role(s).
identified the data categories in respect of which
you hold for each role?

Have you determined: Reply to each question to the best of your ability and in

1. The categories of personal data that you numerical order, i.e.
hold
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# Questions

6

4.

© N

2. The categories of data subjects
3.

The purpose for which you hold each
category of data

The processing to which each category is
subject, with data flows mapped out

. The legal basis on which you are processing

each category

The categories of recipients of personal
data

All transfers of data to a non-EEA country
Time limits for retention of each category of
personal data

Any instances within your organisation of
Automated Decision-making

Regarding question C and D have you:

1.

2.

compiled the information into a record of
processing activity

two separate records of processing activity
where you are both data controller and
processor

. @ documented process in place for keeping

the Record up to date

Have you developed a:

1.

2.
3.

Data Protection Policy
Data Security Policy
Data Retention & Deletion Policy

Answer
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Suggestions and Guidance

1. List of categories

2. List categories of Data Subjects
3. Etc.

4. Etc.

Describe the recording proceedures i.e we have
completed a data mapping exercise and have compiled a
data register/ inventory.

Give details of any developed policy or policies that
would meet requirements. For example we have an
Information Security Pollicy which details all data security
requirements.
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4. Data Management Policy
5. None of the above

7 Do you have:

1. a defined process for determining when a
Data Protection Impact Assessment should
be carried out

2. a defined process for the performance of
Data Protection Impact Assessments

3. Records of all Data Protection Impact
Assessments already carried out within the
organisation

3 Have you established an awareness campaign
within the organisation dealing with

1. The actions necessary to prepare for GDPR
Ongoing Data Protection awareness

9 Do you have an Incident Management process
(including a testing process) to deal with Data
Breaches, and have all staff and processors been
made aware of it?

10 Have you identified all third parties who may be
processors, sub-processors or joint controllers?

Answer
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Suggestions and Guidance

Describe the process or methodology or supply relevant
PIA documentation as evidence (completed PIA etc.).
The PIA coud be part of an existing Risk Framework.

Give details of any awareness campaigns already
completed and those activities for ongoing awreness that
have been planned or scheduled.

Describe the process or refer to relevant process
documentation, testing plans or schedules. Records of
completed tests should also be supplied or described.

Describe how this was completed and reference any
supporting documentation.
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1

Have all processor contracts been reviewed to

ensure that they are sufficient to meet GDPR
requirements?

12

1.

Have you:

identified all processes involving the transfer
of data, either by you or a processors to
countries outside the EEA

. ensured that your processors identified all

sub-processors who may transfer data to
countries outside the EEA

. the correct legal arrangements in place to

transfer personal data to 3rd countries

. ascertained that your processors or their

sub-processors have the correct Ilegal
arrangements in place to transfer personal
data to 3rd countries

Answer
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Suggestions and Guidance

Describe how this was completed and reference any
supporting documentation.

Supply answers with a summary of compliance for each
relevant question and in numerical order. A robust
Supplier Relationship/ Management Process could be
referenced.
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1 LAWFUL, FAIR AND TRANSPARENT PROCESSING

Principle 1. Lawful, fair and transparent processing is about emphasizing transparency for data subjects.

Questions Suggestions and Guidance

Desribe how this was determined and
reference the specific documentation or
record(s).

1.1 Have you determined and documented
the lawful basis upon which you are
collecting and processing each category
of personal data?

12

—_
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